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What is use privacy?

Can        infer health information?
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Yes

Should        use health information (for purpose P)?



4



5

HIPAA: Do not use health information for marketing purposes.



What is use privacy protection?

Restrict Inference: Can X infer private Z?
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Restrict Use: Does X use private Z?          → 

Should X use private Z (for purpose P)? 

→ Difficult ~ Impossible

Our work: Use Privacy

← Legal / Ethical concerns



Setting: Data driven systems
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X Y Z

... ... ...

... ... ...
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The Challenge: Proxies
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scent-free lotion
prenatal vitamins



Use Privacy in Data-Driven Systems

● Proxy Use: definition of use
● Workflow and examples
● Results
● Summary
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1. explicit use
pregnant?

yes no

coupon #1 coupon #2

Proxy use: Definition by example
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1. explicit use
2. use by proxy

purchases

coupon #1 coupon #2

+
+

proxy for pregnant

Proxy use: Definition by example
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1. explicit use
2. use by proxy
3. no use

purchases

coupon #1 coupon #2

+

NOT a proxy for 
pregnant

+

Proxy use: Definition by example
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1. explicit use
2. use by proxy
3. no use
4. masked use

purchases

+
+

proxy for pregnant
retail engagement

coupon #1 coupon #2

high low

retail engagement

coupon #2 coupon #1

high low

output NOT correlated to pregnant

Proxy use: Definition by example
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1. explicit use
2. use by proxy
3. no use
4. masked use
5. influence in use

Proxy use: Definition by example

purchases

+
+

proxy for pregnant
retail engagement

coupon #1 coupon #2

high low

retail engagement

coupon #1 coupon #2

high low

but no causal influence
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Outcome

Z▪program P has proxy use of Z iff ...

Program P

Proxy use: Definition
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Z▪program P has proxy use of Z iff it can be 
decomposed into p,p’ ...

Program P

Proxy use: Definition
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▪program P has proxy use of Z iff it can be 
decomposed into p,p’ s.t. the output of p
▪ is a proxy of Z (associated) and

Program P

Proxy use: Definition
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influence

▪program P has proxy use of Z iff it can be 
decomposed into p,p’ s.t. the output of p
▪ is a proxy of Z (associated) and 
▪ is used (causal influence).

Proxy use: Definition

Program P



▪Detection and repair of proxy use
▪Not all uses are inappropriate
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Proxy use

Normative 
Judgment

OracleRepair / 
Keep

Instances of 
proxy use

Workflow



Experiments
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Income prediction using census data
• Gender, Education, Age, Capital Gains, Ethnicity, others
• Marital status: Married-civ-spouse, Divorced, Never-married, Separated, …
• Classification: Income  <50k,>= 50K
• ~30,000 individuals
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~  Marital status

model accuracy
83.6 %

after repair
81.7 %

...

Age ≤ 30 

... ...

gender = female

capital-loss ≤ 1882.5

...

...

Example: Income



Contraception method of married women predicted from family information.
• wife's age, husband's education, # children, wife's occupation, husband's occupation,  standard-of-living index, media 

exposure
• Wife's education               1=low, 2, 3, 4=high
• Wife's religion                0=Non-Islam, 1=Islam
• Classification: Contraceptive method used 1=No-use 2=Long-term 3=Short-term
• 1473 individuals
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~  Wife’s religion

model accuracy
61.2%

after repair
52.1%

...

age ≤ 31 

... ...

# children ≤ 3

wife-educ ≤ 3

...

...

Example: Indonesian contraception



See paper for

• Why white-box?

• Semantic Impossibility Result

• Quantitative parameterization

• Quantify proxy-ness and use

• Algorithms

• Detection and utility-sensitive repair

• More experiments

• More data

• More models

23

(ε,δ)



Ongoing work / open problems

•Practical/scalable tools for data scientists

•Support for more complex models

•“Adversarial” settings: tools for auditors, end-users
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TL;DW: Use Privacy in Data-Driven Systems
• Use restrictions are important privacy requirements

• Challenge: proxies make enforcing use restrictions difficult

• Our contribution: a definition and enforcement workflow for use privacy

25www.fairlyaccountable.org


